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COMPUTERS

Everyday, more people all over the world contribute to daily use of computer technology and the Internet.  To give a few examples, a statistical chart was conducted by Miniwatts Marketing Group, which shows world-wide Internet usage from 2000 to June 30, 2010.  Miniwatts (2010) reported that 77.4% of people living in North America use the Internet!  The lowest-usage region in the world is Africa with only 10.9% of the population using the Internet, but the growth of Internet users in Africa for the past 10 years is 2,357.3%, which is the highest increase of any region in the world.  With such a big growth in Internet usage, computer-based crimes are becoming increasingly prevalent and more users are becoming victims of such crimes everyday.  While some users are aware of these crimes and know how to avoid them, many are not so computer-savvy and are often targeted, resulting in stolen personal information, stolen money, and even damaged software that is beyond repair.  While many people commit these crimes for financial gain, some do it simply for bragging rights or to cause problems as a means of entertainment.  People also feel they are safer behind a computer screen.  This results in the greater likelihood of people performing computer crimes, even though they are against the law.  Computer users, especially those who are not technologically savvy, don’t always know how to find information about these attacks.  How is someone to know when they have a virus or how to stop it if nobody has alerted them?  While many credible sources exist to inform users about these crimes, they are not always easy to find among the millions of sources that exist.  It’s important that computer users be equipped with knowledge of the more likely computer-
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based crimes today in terms of: What they are, how they occur, and how to protect against them. A better understanding of these crimes will result in a lesser chance of becoming a victim of them.  

Malware is a broad term for one of the most effective types of computer-based crime.  It stands for malicious software and is used to attack users’ computer systems through means of hostility, intrusion, or just plain old annoyance.  Being a victim of malware can have dire consequences such as stolen data, corrupted software, spying, and more.  Since malware is a broad term, there are numerous types of malware.  Three common/effective types are viruses, worms, and Trojan horses.  Charles and Shari Pfleeger give good definitions of these three types of malware in their book, Security in Computing.  In their writing, Plfeeger and Pfleeger (2007) identify a virus as a program that replicates itself onto other programs within a computer system in order to spread malicious code (p. 114).  While there are many uses of viruses, the main nature of them is to steal or eventually destroy all of the data that it spreads to.

     A worm is similar to a virus, in that it spreads through copies.  Pfleeger and Pfleeger (2007) define a worm as “a program that spreads copies of itself through a network”(p. 116-117).  While more differences between worms and viruses will be discussed later, it is important to note that worms specifically operate on networks.  

    A third effective type of malware is the infamous Trojan horse.  This infamous type of malware got its name due to its similarities with the Trojan horse that was in the Trojan War.  In the war, the Greek soldiers built a wooden horse and hid in it, offering the horse 
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to the Trojans as a gift of surrender.  The Trojans took the horse into the castle thinking it was safe, which led to their defeat once the Greek’s came out at night and opened the gates for the rest of their army.  For computers, the Pfleeger and Pfleeger (2007) define a Trojan horse as a program that is made to look like a legitimate or important program on the computer (116-117).  Once inside, a Trojan horse can do a number of things such as let more viruses onto your computer, spy on your files and data, monitor all activity you perform on your system, and more.       
Phishing is the type of computer crime that can have a drastic effect on computer users financially.  It’s also the type of computer crime that can result in identity theft, which is a serious issue that can result in serious punishment.  An entry in the USLegal.com database defines Phishing as an act of acquiring the sensitive information of users including passwords and credit card numbers through fraudulent techniques such as fake websites and fake emails (“Phishing Law”, n.d.).    

Rootkits:     Many consider rootkits as a type of malware, but this is not true (although some rootkits can be imbedded into malware).  Pfleeger and Pfleeger (2007) define a rootkit as a piece of malicious code that hides within a system and attempts to typically disrupt normal actions that occur between a computer user and their operating system (p. 145-146).

In the case of malware, the way that viruses and worms work is similar, while a Trojan horse is different.  Viruses attach themselves to other programs most of the time, which allows them to duplicate every time the program is run.  An example is 
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given by Marshall Brain on the online database called HowStuffWorks.  Brain gives the example of a virus attaching itself to a spreadsheet program, such as Microsoft excel.  Each time the spreadsheet runs, the virus runs too and is then given the chance to attack, or replicate (Brain, n.d.).  While Brain provided an in depth look at viruses, his research can be used to summarize the general steps regarding how a virus works.  A virus starts off as a line of code, or multiple lines of code.  They get embedded into a legitimate looking program and become activated whenever the program executes.  Once this happens, the virus takes a look through the computers memory for any other programs or applications that it can replicate itself on.  Once it finds a suitable home for its replication, the virus modifies the program and adds its code into it, thus creating the new-born replica.  This process described is known as the infection phase (Brain, n.d.).  Continuing, viruses aren’t made just to expand, but they eventually are used for an attack phase.  A trigger is what causes the virus and its replicas to attack at once and the trigger is something set by the virus writer.  It can be anything from attacking at a specific date, specific time, or specific number of times the virus is replicated.  The attack can be something minor like spamming silly messages on your computer to slow it down.  It can also be something major such as erasing any data it gets its hands on (Brain, n.d.).  While this is the general type of virus, more advanced ones can load themselves into your boot memory, meaning that they will automatically turn on every time you boot your computer system.  After that, the process follows a similar pattern to the one described above.
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